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METHOD AND LOGIC FOR CAPTURING AND ANALYZING 

CONDUIT DATA 

This application is a continuation-in-part of application serial No. 
5 09/340,216 filed on 6/25/1999. 

FIELD OF THE INVENTION 

The present invention relates generally to the field of software and 
data distribution and, more specifically to the distribution of data and an 
10 associated analyzer program that analyzes the data to provide evaluations 
and assessments, the analyzer program being limited to analysis of the 
specific data. 

BACKGROUND OF THE INVENTION 

15 Pipelines are commonly used in the transportation of oil and gas. 

There are more than 300,000 miles of oil and gas pipelines in North America. 
Construction costs are now of the order of $1,000,000 per mile. The typical 
initial operating life of the pipelines are expected to be about 40 years, but 
50% of the of the existing pipelines will be 40 years old at the year 2000. 

20 Accurate monitoring of the pipelines is critical due to the potential 

risks to the environment when the pipelines rupture and due to the high 
costs of repair or replacement. Since oil and gas pipelines are normally 
buried, in-service inspection is performed by pumping a ''smart electronic 
inspection pig'' through the pipeline from one compressor station to the 

25 next. 

Generally, the inspection tool detects and collects data indicating 
abnormalities (e.g., leakage, corrosion or metal loss) in the internal and 
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external pipe surface or wall. The inspection tool may provide detailed 
signals about the condition of the pipelines. The signals are then converted 
to accurate estimates of defect size and geometry. This requires considerable 
expertise, as well as a detailed understanding of the effects of inspection 
5 conditions and the behavior of the type of pipeline steel used. 

The information collected by the smart electroruc inspection pig can 
be analyzed by an evaluation or analyzer software. The information can also 
be stored on a storage device such as, for example, a compact disc (CD) and 
can then be readily available for further analysis. The analyzer software 
10 typically reads large volumes of data generated during the inspection. The 
analyzer software may include a graphical user interface. Using the data 
collected during the inspection, the analyzer software may generally 
perform some data analysis and generates written and electronic reports or 
some form of graphical display. 
15 Pipeline inspection activities or survey are generally performed by 

consulting firms such as pipeline assessment services performing both the 
data collection activity and the data analysis activity. An inteUigent pigging 
survey is expensive and may cost some hundreds of thousand of dollars, 
with certain long distance, more complicated lines being charged well in 
20 excess of this. 

It would be cost advantageous if the user of the pipeline inspection 
data, (e.g., an oil company) could be enabled to have control of both the 
pipeline inspection data and the analyzer program that analyze the pipeline 
inspection data. This way the inspection data can be analyzed as often as 
25 desired and at any time as desired. However, the cost of an analyzer 
program may be prohibitively expensive and economically unattractive. 
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SUMMARY OF THE INVENTION 

According to one embodiment of the invention, there is provided a 
method of locking a specific data and an analyzer program that analyzes the 
specific data. A first key is generated and associated with the specific data 

5 and a specific copy of the analyzer program. A gatekeeper logic is 

generated. The gatekeeper logic utilizes at least the first key to prevent the 
specific copy of the analyzer program from analyzing any other data except 
for the specific data. 

According to another embodiment of the invention, there is provided 

10 a method of locking a specific conduit data with a specific copy of an 
analyzer program that analyzes the specific conduit data. A first key is 
generated and associated with both the specific conduit data and the specific 
copy of the analyzer program. A gatekeeper logic is generated. The 
gatekeeper logic utilizes at least the first key to prevent the specific copy of 

15 the analyzer program from analyzing any other conduit data except for the 
specific conduit data. 

Other features of the present invention will be apparent from the 
accompanying drawings and from the detailed description which follows. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



The present invention is illustrated by way of example and not 
limitation in the figures of the accompanying drawings, in which like 
references indicate similar elements and in which: 

5 

Figure 1 is a block diagram illustrating an exemplary system for 
locking conduit data and an analyzer program that analyzes the conduit 
data. 

10 Figure 2 is a flow chart illustrating a method, according to an 

exemplary embodiment of the present invention, of locking conduit data 
and an analyzer program so that a specific copy of the analyzer program is 
enabled to analyze only specific conduit data. 

15 Figure 3A is a flow chart illustrating a method, according to an 

exemplary embodiment of the present invention, of executing an analyzer 
program to analyze conduit data to which it is locked. 

Figure 3B is a flow chart illustrating an alternative method, according 
20 to an exemplary embodiment of the present invention, of executing an 
analyzer program to analyze conduit data to which it is locked. 

Figures 4A - 4C illustrate methods, according to alternative 
embodiments of the present invention, of distributing conduit data and an 
25 analyzer program that analyzes the conduit data to an end user of the 
conduit data conduit data conduit data and the analyzer program. 
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Figure 5 is a flow chart illustrating a method, according to an 
exemplary embodiment of the present invention, that may be performed by 
a conduit assessment service provider, an end user, and an analyzer 
5 program software supplier to implement the method illustrated in Figures 
4A-4C. 

Figure 6 is a flow chart illustrating a method, according to an 
exemplary embodiment of the present invention, of distributing conduit 
10 data and an analyzer program to an end user. 

Figure 7 is a block diagram illustrating a machine, in the exemplary 
form of a computer system, within which a set of instructions for causing the 
computer system to perform any of the methodologies discussed above may 
15 be executed. 
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DETAILED DESCRIPTION 

A method and logic for locking conduit data and an analyzer 
program that analyzes the conduit data are described. In the following 
description, for purposes of explanation, numerous specific details are set 
5 forth in order to provide a thorough understanding of the present invention. 
It will be evident, however, to one skilled in the art that the present 
invention may be practiced without these specific details. 

For the purposes of the present invention, the term ''conduit'' shall 
refer to any opening or cavity enclosed or surrounded by a structure having 
10 features, conditions or characteristics of a pipeline or pipeline-like 

environment such as, for example, an oil or gas pipeline, a sewer or other 
utiHty pipeline , a well or a bore hole. The structure may be generally 
vertical or horizontal or may form any angles with the ground level The 
structure may be above groimd, under ground, in land, under water, or any 
15 combination of these. Further, the term "data" shall be taken to include, but 
not limited to geomechanical, geophysical, in situ stress, petrophysical, 
geotechnical, acoustic wave form, magnetic wave resonance, vibration data, 
digital data or any other data derived using a logging device within the 
structure. The logging device may be a device that collects data such as, for 
20 example, a pig inspection device. 

For the purposes of the present specification, the term "analyzer 
program" shall be taken to refer to any program that analyzes data for the 
purpose of presenting, interpreting or modifying the data. Accordingly, the 
operations performed by an analyzer program include, but are not limited 
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to, the extraction of data, the generating of data, the interpretation of data, 
the display of data, the filtering of data, and the enhancing of data. 

Figure 1 is a block diagram illustrating a system 10, according to an 
exemplary embodiment of the present invention, for locking conduit data 
5 and an analyzer program that analyzes the conduit data. The system 10 
includes conduit data files 12 that may, for example, comprise logged 
acoustic data, electrical data, optical data, digital data, magnetic data or 
vibration data. The conduit data files 12 are inputted to an encryption or 
locking routine 14 that operates to lock the conduit data files 12 to a specific 
10 copy of an analyzer program. This enables the specific copy of the analyzer 
program only to analyze the specific conduit data files 12, and no other 
conduit data files. To this end, the locking routine 14 includes a random 
number generator 16 that generates a first key 18, which in one embodiment 
of the present invention comprises a simple random number. In another 
15 embodiment, the first key 18 may comprise any random character sequence. 
The locking routine 14 also operates to identify a specific 
characteristic of each of the conduit data files 12, and to assign a 
characteristic value to a characteristic parameter indicative of the particular 
characteristic of each conduit data file 12. For example, the characteristic 
20 parameter may be the size of a conduit data file 12, and the characteristic 

value attributed to this parameter may be actual size of a conduit data file 12 
expressed in bits, bytes or any other measure. 

Further, the locking routine 14 generates a second key 22 for each of 
the conduit data files 12, which is associated with a respective conduit data 
25 file 12, utilizing the first key and the characteristic value for a respective file 
12. For example, the logging routine 14 may simply exclusive OR (XOR), the 
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first key and the characteristic parameter to generate the second key 22. The 
locking routine 14 then writes a respective second key 22 into a header 
portion of each of the files 12, as illustrated in Figure 1. Alternatively, the 
second key 22 may be inserted into the conduit data files 12 in a maimer that 

5 is not so easily discernable. For example, the second key 22 may be 

fractured into pieces that are inserted at predetermined locations throughout 
the conduit data files 12 by the locking routine 14. 

Further, the locking routine 14 generates a gatekeeper application 24, 
in the exemplary form of a Java'^^ applet, which implements an ''unlocking'' 

10 function with respect to the conduit data files 12 and a specific copy of an 
analyzer program. This is to permit the analyzer program to analyze the 
conduit data files. Further information regarding the gatekeeper application 
24 is provided below. 

A compiler 28 compiles the source code 26 of the analyzer program to 

15 generate a specific compiled copy of the analyzer application 30 that 

incorporates the first key 18 and the gatekeeper application 24. The source 
code 26 for the analyzer program can be provided by a software developer 
such as, for example, the GMI-Imager software developed by GeoMechanics 
International, Incorporated of Palo Alto, California. 

20 The conduit data files 12 and the compiled analyzer application 30 

may together comprise a single package 32 that is supplied to an end user. 
For example, the conduit data files 12 and the compiled copy of the analyzer 
application 30 may be written to a single compact disk (e.g., CD) that is 
supplied to the end user. Alternatively, the conduit data files 12 and the 

25 specific copy of the analyzer application 30 may be propagated to an end 
user from a source over a network. 
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In one embodiment, a single first key 18 may be utilized by the 
locking routine 14 to generate multiple distinct second keys 22 for each of 
the conduit data files 12. This may be achieved by performing an operation 
utilizing the first key 18 and a specific characteristic value for each distinct 
5 file of the conduit data files 12 to generate a distinct second key 22 for each 
such distinct conduit data file. Accordingly, the package 32 may comprise a 
single copy of the compiled analyzer application 30 that is able to analyze 
each of the multiple conduit data files 12, each having a different and unique 
second key 22. 

10 Figure 2 is a flow chart illustrating a method 34, according to an 

exemplary embodiment of the present invention, of locking conduit data 
and an analyzer program so that a specific copy of the analyzer program is 
enabled to analyze only the specific conduit data. 

The method commences at block 36, with the generation of the first 

15 key 18 by the random number generator 16. At block 38, the locking routine 
14 generates the gatekeeper application 24 that is to be compiled with the 
analyzer application source code 26 (e.g., the analyzer program). At block 
40, the locking routine 14 determines a characteristic value for a 
characteristic parameter of at least one conduit data file 12. As discussed 

20 above, the locking routine 14 may determine a respective characteristic 

value for a number of conduit data files 12. The characteristic value may be, 
for example, the size of a respective conduit data file. 

At block 42, the locking routine 14 then generates a respective second 
key 22 for each conduit data file 12 utilizing the first key 18 and the 

25 respective characteristic value 19 for the respective conduit data file 12. For 
example, the second key 22 may be generated for the respective conduit data 
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file 12 by performing an exclusive-or (XOR) operation between the first key 
18 and the characteristic value 19 for each respective conduit data file 12. 

At block 44, the locking routine 14 incorporates the second key 22 into 
the header of each respective conduit data file 12. As discussed above, in an 
alternative embodiment, a second key 22 for each respective conduit data 
file 12 may be distributed throughout the file 12 at predetermined and 
known locations. At block 46, the compiler 28 then compiles the analyzer 
application source code 26 together with the first key 18 and the gatekeeper 
application 24 and generates a specific compiled copy of the analyzer 
application 30. At block 48, the specific compiled copy of the analyzer 
application 30 and the conduit data files 12 that the analyzer application can 
access and analyze, are suppHed to the end user as the package 32. The 
method 34 then ends at block 50. 

Figure 3A is a flow chart showing a method 52, according to an 
exemplary embodiment of the present invention, of executing an analyzer 
program to analyze conduit data to which it is locked. 

The method 52 commences at block 54, with the initiation or launch 
by an end user of the specific compiled copy of the analyzer application 30 
shown in Figure 1 and supplied to the user at block 48 of the method 34 
illustrated in Figure 2. At block 56, the gatekeeper application 24 begins 
execution and it identifies the first key 18 within the specific copy of the 
analyzer application 30. At block 60, the gatekeeper application 24 opens 
the conduit data files 12 and, at block 62, determines a characteristic value 
for a characteristic parameter of each of the conduit data files 12. For 
example, the gatekeeper application 24 may ascertain the size of each of the 
conduit data files 12. 
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At block 64, the gatekeeper application 24 calculates a gate key for 
each of the conduit data files 12 utilizing the first key identified at block 58 
and the respective characteristic value for characteristic parameter for each 
of the conduit data files 12. The calculation of the gate key is the same as the 

5 calculation of the second key 22 described in Figure 1 and at block 42 of 

Figure 2. For example, the gate key may be calculated by performing a XOR 
operation utilizing the first key 18 and the determined characteristic value 
for the characteristic parameter for each of the conduit data files 12, 

At decision block 66, a determination is made as to whether the gate 

10 key generated for each of the conduit data files 12 corresponds to a 

respective second key 22 stored, for example, in the header portion of the 
respective conduit data file 12. Following a positive determination at 
decision box 66, for a specific conduit data file 12, the gatekeeper application 
24 enables analysis of the specific conduit data file 12 by the specific copy of 

15 the analyzer application 30. On the other hand, following a negative 
determination for a specific conduit data file 12 at decision box 66, the 
gatekeeper application 24 disables the specific copy of the analyzer 
application 30 from analyzing the relevant data file 12. The negative 
determination occurs when the user attempt to use the specific copy of the 

20 analyzer application with a conduit data file other than the conduit data files 
12. The method 52 then ends at block 72. 

Figure 3B is a flow chart illustrating an alternative method 74, 
according to an exemplary embodiment of the present invention, of 
executing an analyzer program to analyze conduit data to which it is locked. 

25 The method 74 corresponds substantially to the method 52 discussed 

above with respect to Figure 3A. They are different in that at block 76, the 
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gatekeeper application 24 identifies the second key 22 of a specific conduit 
data file 12, and then at block 78 calciilates the gate key utilizing this second 
key 22 and the characteristic value of the relevant file 12. At decision box 80, 
the gatekeeper application 24 makes a determination as to whether the gate 
5 key corresponds to the first key 18 embedded within the specific copy of the 
analyzer application 30. This decision is to determine whether or not the 
specific copy of the analyzer application 30 will be enabled to analyze the 
relevant conduit data file 12. 

In summary, the methods 52 and 74 differ in that, in the method 52, 

10 the first key 18 is utilized together with the characteristic parameter to 

determine the gate key which is then compared to the second key 22 stored 
within the conduit data file 12. In the method 74, the second key 22 is 
utilized to generate the gate key, that is then compared to the first key 18 
embedded within the compiled and specific copy of the analyzer application 

15 30. 

Figures 4A - 4C illustrate methods 90, 92 and 94, according to 
alternative embodiments of the present invention, of distributing conduit 
data and an analyzer program that analyzes the conduit data to the end user 
of the conduit data and the analyzer program. 

20 Referring first to Figure 4A, conduit data 98 may be provided by a 

conduit inspection service company 96 such as, for example, BlackHawk 
Pipeline Assessment Services of Atlanta, Georgia, to the end user 100. 
Conduit data 98 may be stored on a compact disk (CD) 99. The end user 100 
then provides the conduit data 98 on the CD 99 to the analyzer software 

25 supplier 102. 
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Having received the conduit data 98 from the end user 100, the 
analyzer software supplier 102 will then proceed, utilizing the locking (or 
encryption) routine 14 to compile the analyzer application source code 26 to 
include the conduit data 98 and the locking (or encryption) routine 14 to 

5 thereby generate the package 32. As described above with reference to 
Figure 1, the package 32 comprises object code that constitutes a compiled 
specific copy of the analyzer application 30, and one or more conduit data 
files 12. The gatekeeper application 24, in conjunction with the first and 
second keys 18 and 22, constitutes a lock 104 illustrated in Figure 4A. The 

10 package 32 may be written to a compact disk 107, that is then supplied back 
to the end user 100. 

Utilizing the compact disk 107, the end user 100 may then execute the 
analyzer application 30 to analyze only the conduit data 98. Except for the 
conduit data 98, the compiled analyzer application 30 will not work with 

15 any other conduit data. 

The above-discussed method 90 of distribution of the locked 
compiled analyzer application 30 and conduit data 98 is advantageous to the 
analyzer software supplier 102. The analyzer software supplier 102 is able to 
incrementally recover the cost of the analyzer application by supplying 

20 multiple copies of an analyzer application 30 to the end user 100. Each 
analyzer application copy is locked to the specific conduit data 98. Each 
compiled and specific copy of the analyzer application 30 is supplied at a 
reduced price relative to the cost of supply of an unencumbered or 
''unlocked'' analyzer program that is not limited to the specific conduit data 

25 98, and that would be able to analyze any given conduit data. By supplying 
numerous copies of compiled specific analyzer applications 30 to the end 
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user, the analyzer software supplier 102 will thus be able to generate a 
steady revenue flow from the end user 100 and recover a "full" price for the 
program over time. 

From the point of view of the end user 100, the distribution method 

5 90 discussed above with reference to Figure 4A is advantageous. Instead of 
being required to buy an ''unlocked'' copy of the analyzer program 26 for a 
relatively high (and sometimes unaffordable) cost, the end user 100 incurs 
incremental and time-distributed costs for use of the analyzer program. A 
further benefit to the end user 100 is that the distribution method 90 

10 implements an alternative to a "pay-per-use" system. This provides 

advantages in that the cost to the end user 100 of the analyzer application 30 
is linked to the usage and value to the company of the specific conduit data 
98. 

Figure 4B shows an alternative method 92 of distributing conduit 
15 data and an analyzer program that analyzes the conduit data to an end user 
100. The method 92 corresponds substantially to the method 90 with 
reference to Figure 4A. However, instead of the conduit data 98 being 
propagated between the conduit inspection service company 96, the end 
user 100 and the analyzer software supplier 102 on a compact disk, the 
20 relevant data and applications are transmitted via a network (not shown). 
The network may be a wire or wireless, and may comprise the Internet, a 
Wide Area Network (WAN) or a Local Area Network (LAN). The method 
92 may provide some cost advantages over the method 90, and may also be 
more convenient in certain circumstances. 
25 Figure 4C shows a further method 94 of distributing conduit data and 

an analyzer program, which are locked, to an end user 100. While the 
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conduit inspection service company 96 provides the conduit data 98 to the 
end user 100, as in the methods 90 and 92 above, this conduit data 98 is not 
provided to the analyzer software supplier 102. In the method 94, the 
analyzer software supplier 102 provides a further package 108 to the end 
5 user 100, the package 108 including a copy-protected and read-protected 
copy of the analyzer application source code 26, a copy of the locking 
routine 14, and a purge routine 106. The end user 100 then executes the 
locking routine 14 to enable the analyzer application 30 locally to generate 
the first key 18, the gatekeeper application 24 and the second key 22. 

10 Following compilation of a specific and compiled copy of the analyzer 
application 30, and the embedding of the second key 22 within a conduit 
data file 12, the purge routine 106 will then automatically be invoked to 
purge the locking routine 14 and the analyzer application source code 26 
from a computer system operated by the end user 100. The end user 100 will 

15 then retain only the package 32, the other software having been purged from 
a relevant computer system by the purge routine 106. 

The method 94 illustrated in Figure 4C is advantageous in that it is 
not required that the conduit data 98 be provided from the end user 100 to 
the analyzer software supplier 102. On the other hand, the generation of the 

20 locked analyzer application 30 and conduit data 98 at an end-user site may 
be undesirable, and may be unattractive to an end user 100. 

Figure 5 is a flow chart illustrating the steps performed by the 
conduit inspection service company 96, the end user 100 and the analyzer 
software supplier 102 as described above with reference to Figure 4. At 

25 block 110, the conduit data 98 is provided to the analyzer software supplier 
102 from the conduit inspection service company 96 via the end user 100. At 
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block 112, the analyzer software supplier 102 then locks the analyzer 
application 30 to the conduit data 98. At block 114, the analyzer software 
supplier 102 supplies the locked analyzer application 30 and conduit data 98 
to the end user 100. At block 116, the gatekeeper application 24, embedded 

5 within the analyzer application 30, allows a user to execute the locked 
software to analyze only the specific conduit data 98. 

The method 90 described above with reference to Figure 5 also 
embodies the processes performed when executing the method 92 discussed 
above with reference to Figure 4B. 

10 Figure 6 is a flow chart illustrating a method 94, according to an 

exemplary embodiment of the present invention, of distributing conduit 
data and an analyzer program to an end user. The method 94 is performed 
by the conduit inspection service company 96, the end user 100 and the 
analyzer software supplier 102, 

15 At block 120, the end user 100 acquires the conduit data 98 from the 

conduit inspection service company 96. At block 112, the end user 100 
requests an analyzer application source code 26, as well as the locking and 
purging routines 14 and 106, from the analyzer software supplier 102. At 
block 124, the analyzer software supplier 102 supplies the analyzer 

20 application source code 26, which is copy and read protected, to the end user 
100. The supplier 102 also provides the locking routine 14 and purge routine 
106. At block 126, the end user 100 then executes the locking routine 14 to 
lock the conduit data 98 to a specific and compiled copy of the analyzer 
application 30. This may involve generating the gatekeeper application 24, 

25 and performing a compile operation utilizing a compiler 28 as described 
with reference to Figure 1. 
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At block 128, the locking routine 14 calls the purge routine 106 to 
purge the locking routine and the analyzer application source code 26 from 
the computer system of the end-user 100. At block 130, the gatekeeper 
application 24 allows the end user 100 to execute the analyzer application 30 

5 to analyze the conduit data 98, and no other conduit data, to which is locked. 
The method 94 then ends at block 132. 

Figure 7 is a block diagram illustrating a machine, in the exemplary 
form of a computer system 140, within which a set of instructions, for 
causing the computer system 140 to perform any one of the methodologies 

10 discussed above, may be executed. The computer system 140 includes a 
processor 142, a main memory 144, and a static memory 146 that 
communicate with each other via a bus 148. The computer system 140 
further includes a video display unit 149 (e.g., a liquid crystal display (LCD) 
or a cathode ray tube (CTR)). The computer system 140 further includes an 

15 alpha-numeric input device 150 (e.g., a keyboard), a cursor control device 
152 (e.g., a mouse), a disk drive imit 154, a signal generation device 156 (e.g., 
a speaker) and a network interface device 158. 

The disk drive tmit 154 includes a machine-readable medium 160 on 
which is stored a set of instructions (i.e., software 162) embodying any one, 

20 or all, of the methodologies discussed above. The software 162 is also shown 
to reside, completely or at least partially, within the main memory 144 
and/or within the processor 142. The software 162 may furthermore be 
transnutted or received via the network interface device 158. 

For the purposes of this specification, the term " machine-readable 

25 medium" shall be taken to include any medium which is capable of storing 
or embodying a sequence of instructions for execution by the machine and 
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that cause the machine to perform any one of the methodologies of the 
present invention. The term " machine-readable medium" shall accordingly 
be taken to included, but not be limited to, solid-state memories, optical and 
magnetic disks, and carrier wave signals. 
5 Thus, a method and logic for locking conduit data and an analyzer 

data program that analyzes the conduit data have been described. Although 
the present invention has been described with reference to specific 
exemplary embodiments, the present invention can also be practiced with 
any analyzer program being locked with any respective data to provide the 
10 end users the same advantages discussed above. For example, a sales 
person can purchase marketing data for a specific region locked together 
with an analyzer program that provides analyses of the same marketing 
data 

It will be evident that various modifications and changes may be 
15 made to these embodiments without departing from the broader spirit and 
scope of the invention. Accordingly, the specification and drawings are to 
be regarded in an illustrative rather than a restrictive sense. 



003700.P002X 



-19- 



CLAIMS 



What is claimed is: 



1 



1. A method of locking conduit data and an analyzer program 



2 



that analyzes the condnit data, the method including: 



3 



generating a first key; 



4 



5 



associating the first key with both specific conduit data and a specific 
copy of the analyzer program; and 



8 



6 



7 



generating a gatekeeper logic that, utilizing at least the first key, 
prevents the specific copy of the analyzer program from 
analyzing conduit data other than the specific conduit data. 



1 2. The method of claim 1 wherein generating the first key includes 

2 generating a random character sequence. 

1 3. The method of claim 2 wherein the random character sequence is a 

2 random number sequence. 

1 4. The method of claim 1 wherein associating the first key with the 

2 specific conduit data includes generating a second key utilizing the first key 

3 and a characteristic value for a characteristic parameter representative of a 

4 characteristic of the specific conduit data. 

1 5. The method of claim 4 including, responsive to a modification of the 

2 characteristic value, re-generating the second key utilizing the modified 

3 characteristic value. 
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1 6. The method of claim 4 including incorporating the second key within 

2 a header of a data file including the specific conduit data. 

1 7. The method of claim 1 wherein associating the first key with the 

2 specific copy of the analyzer program includes compiling the specific copy 

3 of the analyzer program to incorporate the first key. 

1 8. The method of claim 1 wherein generating the gatekeeper logic 

2 includes associating the gatekeeper logic with the specific copy of the 

3 analyzer program. 

1 9. The method of claim 8 wherein associating the gatekeeper logic with 

2 the specific copy of the analyzer program includes compiling the specific 

3 copy of the analyzer program to incorporate the gatekeeper logic. 

1 10. The method of claim 1 wherein generating the gatekeeper logic 

2 comprises generating a Java-programming language application that is 

3 incorporated within the specific copy of the analyzer program. 

1 11. The method of claim 1 wherein a user of the analyzer program 

2 supplies the specific conduit data to a supplier of the analyzer program, and 

3 a locking of the specific conduit data to the specific copy of the analyzer 

4 program occurs on a computer system of the supplier. 

1 12. The method of claim 11 wherein the supplier provides the locked 
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2 specific conduit data and the specific copy of the analyzer program to the 

3 user. 

1 13. The method of claim 1 wherein a supplier of the analyzer program 

2 supplies locking logic and the analyzer program to a user of the analyzer 

3 program, and a locking of the specific conduit data to the specific copy of the 

4 analyzer program occurs on a computer system of the user utilizing the 

5 supplied locking logic and the supplied analyzer program. 

1 14. The method of claim 1, wherein the conduit data includes logged 

2 pipeline data collected from a pipeline. 

1 15. The method of claim 14, wherein the pipeline is a gas pipeline. 

1 16. The method of claim 14, wherein the pipeline is an oil pipeline. 

1 17. The method of claim 14, wherein the pipeline is a sewer pipeline. 

1 18. The method of claim 14, wherein the pipeline is a utility pipeline. 

1 19. A method of executing an analyzer program to analyze conduit data 

2 to which it is locked, the method including: 

3 determining a first key associated with a specific copy of an analyzer 

4 program; 

5 determining a second key associated with specific conduit data; 

6 determining a characteristic parameter representative of a 
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7 characteristic of the specific conduit data; 

8 deriving a gate key utilizing the second key and the characteristic 

9 parameter; and 

10 allowing execution of the specific copy of the analyzer program to 

11 analyze the specific conduit data if the gate key corresponds to 

12 the first key. 

1 20. A method of executing an analyzer program to analyze conduit data 

2 to which it is locked, the method including: 

3 determining a first key associated with a specific copy of an analyzer 

4 program; 

5 determining a second key associated with specific conduit data; 

6 determining a characteristic parameter representative of a 

7 characteristic of the specific conduit data; 

8 deriving a gate key utilizing the first key and the characteristic 

9 parameter; and 

10 allowing execution of the specific copy of the analyzer program to 

11 analyze the specific conduit data if the gate key corresponds to 

12 the second key. 

1 21. A method of distributing conduit data and an analyzer program that 

2 analyzes the conduit data, the method including: 

3 providing a user of the analyzer program with a specific copy of the 

4 analyzer program and specific conduit data that are locked 

5 utilizing at least a first key; and 

6 providing the user of the analyzer program with a gatekeeper logic 
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7 that, utilizing at least the first key, allows the specific copy of 

8 the analyzer program to analyze only the specific conduit data. 

1 22. The method of claim 21 wherein providing the gatekeeper logic 

2 includes compiling the specific copy of the analyzer program to include the 

3 gatekeeper logic, and providing the user with the compiled specific copy of 

4 the analyzer program. 

1 23. The method of claim 21 wherein providing the specific copy of the 

2 analyzer program and the specific conduit data includes associating the first 

3 key with both the specific copy of analyzer program and the specific conduit 

4 data. 

1 24. The method of claim 23 wherein associating the first key with the 

2 specific copy of the analyzer program includes compiling the specific copy 

3 of the analyzer program to include the first key. 

1 25. The method of claim 23 wherein associating the first key with the 

2 specific conduit data includes determining a characteristic value for a 

3 characteristic parameter representative of a characteristic of the specific 

4 conduit data, generating a second key utilizing the first key and the 

5 characteristic value, and including the second key within the specific conduit 

6 data. 

1 26. A method of distributing conduit data and an analyzer program that 

2 analyzes the conduit data, the method including: 



003700.P002X 



-24- 



3 providing a user of the analyzer program with a specific copy of the 

4 analyzer program; 

5 providing the user of the analyzer program with a locking logic that 

6 locks the specific copy of the analyzer program to selected 

7 conduit data; and 

8 providing the user of the analyzer program with a gatekeeper logic 

9 that allows the specific copy of the analyzer program to 
10 analyze only the selected conduit data. 

1 27. A method of distributing conduit data and an application program 

2 that accesses the conduit data, the method including: 

3 locking a specific copy of the application program to specific conduit 

4 data so that the specific copy of the application program is able 

5 to access only the specific conduit data; and 

6 distributing the locked specific copy of the application program and 

7 specific conduit data to a user. 

1 28. The method of claim 27 wherein locking the specific copy of the 



2 application program to the specific conduit data includes generating a first 

3 key that is associated with both the specific copy of the application program 

4 and the specific conduit data. 

1 29, The method of claim 28 wherein generating the first key comprises 

2 generating a random key utilizing a random character generator. 

1 30. The method of claim 28 wherein generating the first key comprises 
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2 generating a random number using a random number generator. 

1 31. The method of claim 27 wherein locking the specific copy of the 

2 application program to the specific conduit data includes generating a 

3 second key that is associated with the specific conduit data, the second key 

4 enerated utilizing the first key and a first characteristic parameter 

5 representative of a characteristic of the specific conduit data. 

1 32. The method of claim 27 wherein locking the specific copy of the 

2 application program to the specific conduit data includes generating a 

3 gatekeeper application that allows utilization of the specific copy of the 

4 application program when accessing the specific conduit data, and disallows 

5 utilization of the application program when accessing other conduit data. 

1 33. The method of claim 27 wherein locking the specific copy of the 

2 application program to the specific condmt data includes compiling source 

3 code for the application program, together with the first key and the 

4 gatekeeper application, into compiled object code for the specific copy of the 

5 application program. 

1 34. The method of claim 32 including distributing the gatekeeper 

2 application to the user, the gatekeeper application accessing at least the first 

3 key for the purposes of allowing or disallowing utilization of the specific 

4 copy of the application program. 

1 35. The method of 34 wherein the gatekeeper determines a second 
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2 characteristic parameter representative of the characteristic of the specific 

3 conduit data, generates a gate key utilizing the first key and the second 

4 characteristic parameter, and compares the gate key to the second key for 

5 the purposes of allowing or disallowing user utilization of the specific copy 

6 of the application program. 

1 36. The method of claim 27 wherein locking is performed by a locking 

2 logic, and the method includes sending the specific conduit data from the 

3 user to a software supplier, the software supplier executing the locking logic 

4 to lock the specific copy of the appHcation program to the specific conduit 

5 data so that the specific copy of the application program is able to access 

6 only the specific conduit data. 

1 37. The method of claim 27 including sending the locked specific copy of 

2 the application program and specific conduit data from the user to the 

3 software supplier. 

1 38. The method of claim 37 wherein sending comprises propagating the 

2 specific conduit data over a communications network. 

1 39. The method of claim 37 wherein sending comprises supplying the 

2 software supplier with a physical storage medium that stores the specific 

3 conduit data. 

1 40. The method of claim 27 wherein locking is performed by a locking 

2 logic, the method includes sending the locking logic and the application 
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3 program from a software supplier to the user, the user executing the locking 

4 logic to lock the specific copy of the application program to the specific 

5 conduit data so that the specific copy of the application program is able to 

6 access only the specific conduit data. 

1 41. The method of claim 40 including purging the locking logic from a 

2 computer system of the user subsequent to the locking of the specific copy of 

3 the application program to the specific conduit data. 

1 42. The method of claim 40 wherein sending comprises propagating the 

2 locking logic and the application program over a communications network. 

1 43. The method of claim 40 wherein sending comprises supplying the 

2 user with a physical storage medium that stores the locking logic and the 

3 application program. 

1 44. The method of claim 27, wherein the conduit data includes logged 

2 pipeline data collected from a pipeline. 

1 45- The method of claim 44, wherein the pipeline is a gas pipeline. 

1 46. The method of claim 44, wherein the pipeline is an oil pipeline. 

1 47. The method of claim 44, wherein the pipeline is a sewer pipeline. 

1 48. The method of claim 44, wherein the pipeline is a bore hole. 
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1 49. The method of claim 44, wherein the pipeline is a drill hole. 



1 50. A logic set for locking conduit data and an analyzer program that 

2 analyzes the conduit data, the apparatus including: 

3 first logic to generate a first key; 

4 second logic to associate the first key with both specific conduit data 

5 and a specific copy of the analyzer program; and 

6 third logic to generate gatekeeper logic that, utilizing at least the first 

7 key, prevents the specific copy of the analyzer program from 

8 analyzing conduit data other than the specific conduit data. 

1 51. The logic set of claim 50 wherein the third logic generates a second 



2 key utilizing the first key and a characteristic value representative of a 

3 characteristic of the specific conduit data, and associates the second key with 

4 the specific conduit data. 



1 52. The logic set of claim 50 wherein the first logic comprises a random 

2 number generator, 

1 53. The logic set of claim 50 wherein the second logic comprises a 

2 compiler that compiles the specific copy of the analyzer program to 

3 incorporate the gatekeeper logic. 

1 54. The logic set of claim 50 wherein the second logic comprises a 

2 compiler that compiles the specific copy of the analyzer program to 
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incorporate the first key. 



1 55. The logic set of claim 50 wherein the third logic comprises a locking 

2 routine. 

1 56. An apparatus for locking conduit data and an analyzer program that 

2 analyzes the conduit data, the apparatus including: 

3 first means for generating a first key; 

4 second means for associating the first key with both specific conduit 

5 data and a specific copy of the analyzer program; and 

6 third means for generating gatekeeper logic that, utilizing at least the 

7 first key, prevents the specific copy of the analyzer program 

8 from analyzing conduit data other than the specific conduit 

9 data. 

1 57. A logic set for executing an analyzer program to analyze conduit data 

2 to which it is locked, the apparatus including: 

3 first logic to identify a first key associated with a specific copy of an 

4 analyzer program; 

5 second logic to identify a second key associated with specific conduit 

6 data; 

7 third logic to determine a characteristic parameter representative of a 

8 characteristic of the specific conduit data; 

9 fourth logic to derive a gate key utilizing the second key and the 

1 0 characteristic parameter ; and 

11 fifth logic to allow executing of the specific copy of the analyzer 
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12 program to analyze the specific conduit data if the gate key 

13 corresponds to the first key. 

1 58. A logic set for executing an analyzer program to analyze conduit data 

2 to which it is locked, the method including: 

3 first logic to identify a first key associated with a specific copy of an 

4 analyzer program; 

5 second logic to identify a second key associated with specific conduit 

6 data; 

7 third logic to determine a characteristic parameter representative of a 

8 characteristic of the specific conduit data; 

9 fourth logic to derive a gate key utilizing the first key and the 

10 characteristic parameter; and 

11 fifth logic to allow execution of the specific copy of the analyzer 

12 program to analyze the specific conduit data if the gate key 

13 corresponds to the second key. 

1 59. An apparatus for executing an analyzer program to analyze conduit 

2 data to which it is locked, the apparatus including: 

3 first means for identifjdng a first key associated with a specific copy 

4 of an analyzer program; 

5 second means for identifying a second key associated with specific 

6 conduit data; 

7 third means for determining a characteristic parameter representative 

8 of a characteristic of the specific conduit data; 

9 fourth means for deriving a gate key utilizing the second key and the 
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1 0 characteristic parameter; and 

11 fifth means for allowing execution of the specific copy of the analyzer 

12 program to analyze the specific conduit data if the gate key 

13 corresponds to the first key. 

1 60. An apparatus for executing an analyzer program to analyze conduit 

2 data to which it is locked, the method including: 

3 first means for identifying a first key associated with a specific copy 

4 of an analyzer program; 

5 second means for identifying a second key associated with specific 

6 conduit data; 

7 third means for determixung a characteristic parameter representative 

8 of a characteristic of the specific conduit data; 

9 fourth means for deriving a gate key utilizing the first key and the 

10 characteristic parameter; and 

11 fifth means for allowing execution of the specific copy of the analyzer 

12 program to analyze the specific conduit data if the gate key 

13 corresponds to the second key. 

1 61 . A machine-readable medium having a sequence of instructions stored 

2 thereon that, when executed by a machine, cause the machine to perform the 

3 steps of: 

4 generating a first key; 

5 associating the first key with both specific conduit data and a specific 

6 copy of an analyzer program; and 

7 generating gatekeeper logic that, utilizing at least the first key. 
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8 prevents the specific copy of the analyzer program from 

9 analyzing conduit data other than the specific conduit data. 

1 62. A machine-readable medium having a sequence of instructions stored 

2 thereon that, when executed by a machine, cause the machine to perform the 

3 steps of: 

4 determining a first key associated with a specific copy of an analyzer 

5 program; 

6 determining a second key associated with specific conduit data; 

7 determining a characteristic parameter representative of a 

8 characteristic of the specific conduit data; 

9 deriving a gate key utilizing the second key and the characteristic 

10 parameter; and 

11 allowing execution of the specific copy of the analyzer program to 

12 analyze the specific conduit data if the gate key corresponds to 

13 the first key. 

1 63. A machine-readable medium having a sequence of instructions stored 

2 thereon that, when executed by a machine, cause the machine to perform the 

3 steps of: 

4 determining a first key associated with a specific copy of an analyzer 

5 program; 

6 determining a second key associated with specific conduit data; 

7 determining a characteristic parameter representative of a 

8 characteristic of the specific conduit data; 

9 deriving a gate key utilizing the second key and the characteristic 
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10 parameter; and 

11 allowing execution of the specific copy of the analyzer program to 

12 analyze the specific conduit data if the gate key corresponds to 

13 the second key. 

1 64. A machine-readable medium having a sequence of instructions stored 

2 thereon that, when executed by a machine, cause the machine, in response to 

3 a user request received over a communications network, to perform the 

4 steps of: 

5 automatically providing, over the communications network, a user of 

6 the analyzer program with a specific copy of the analyzer 

7 program and specific conduit data that are locked utilizing at 

8 least a first key; and 

9 automatically providing, over the commimications network, the user 

10 of the analyzer program with gatekeeper logic that, utilizing at 

11 least the first key, allows the specific copy of the analyzer 

12 program to analyze only the specific conduit data. 

1 65. A machine-readable medium having a sequence of instructions stored 

2 thereon that, when executed by a machine, cause the machine, in response to 

3 a user request received over a communications network, to perform: he 

4 steps of: 

5 automatically locking a specific copy of an application program to 

6 specific conduit data so that the specific copy of the application 

7 program application program is able to access only the specific 

8 conduit data; and 
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9 automatically distributing the locked specific copy of the application 

10 program and specific conduit data to a user. 

1 66. A method of locking a data and a program that processes the 

2 data, comprising: 

3 generating a first key; 

4 associating the first key with the data and a copy of the program; and 

5 generating a gatekeeper logic that, utilizing at least the first key, 

6 prevents the copy of the program from processing data other 

7 than the data associated with the first key. 

1 67. The method of claim 66 wherein generating the first key includes 

2 generating a random character sequence. 

1 68. The method of claim 67 wherein the random character sequence is a 

2 random number sequence. 

1 69. The method of claim 66 wherein associating the first key with the data 



2 includes generating a second key utilizing the first key and a characteristic 

3 value for a characteristic parameter representative of a characteristic of the 

4 data. 

1 70. The method of claim 69 including, responsive to a modification of the 

2 characteristic value, re-generating the second key utilizing the modified 

3 characteristic value. 
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1 71 . The method of claim 69 including incorporating the second key 

2 within a header of a data file including the data. 

1 72. The method of claim 66 wherein associating the first key with the 

2 specific copy of the program includes compiling the copy of the program to 

3 incorporate the first key. 

1 73, The method of claim 66 wherein generating the gatekeeper logic 

2 includes associating the gatekeeper logic with the copy of the program. 

1 74. The method of claim 73 wherein associating the gatekeeper logic with 

2 the copy of the program includes compiling the copy of the program to 

3 incorporate the gatekeeper logic. 

1 75. The method of claim 66 wherein generating the gatekeeper logic 

2 comprises generating a Java-programming language application that is 

3 incorporated within the copy of the program. 

1 76. The method of claim 66 wherein a supplier of the program performs 

2 locking of the data to the copy of the program, the data provided to the 

3 supplier by a user. 

1 77. The method of claim 76 wherein the supplier provides the copy of the 

2 program and the data locked to the copy of the program to the user. 

1 78. The method of claim 66 wherein a supplier of the program supplies a 
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2 locking logic and the copy of the program to a user, and a locking of the data 

3 to the copy of the program occurs on a computer system of the user utilizing 

4 the supplied locking logic and the supplied program. 
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ABSTRACT OF THE DISCLOST JRF. 

A method of locking data and a program that analyzes the data 
commences with a generation of a first key. This first key is associated with 
both the data and a specific, compiled copy of the program. A gatekeeper 
logic is generated. The gatekeeper logic utilizes at least the first key to 
prevent the specific, compiled copy of the program from analyzing data 
other than the specific data. In this way, the specific copy of the program is 
locked to specific data, and is accordingly limited to performing analysis 
operations utilizing the specific data. 
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As a below named inventor, I hereby declare that: 

My residence, post office address and citizenship are as stated below, next to nny name. 

I believe I am the original, first, and sole inventor (if only one name is listed below) or an original, first, 
and joint inventor (if plural names are listed below) of the subject matter which is claimed and for 
which a patent is sought on the invention entitled METHOD AND LOGIC FOR CAPTURING AND 
ANALYZING CONDUIT DATA *" ~ 



the specification of which 

X is attached hereto. 

was filed on as 

United States Application Number 

or PCT International Application Number 

and was amended on , 

(if applicable) 

I hereby state that I have reviewed and understand the contents of the above- identified specification, 
including the claims, as amended by any amendment referred to above. 

I acknowledge the duty to disclose all information known to me to be material to patentability as 
defined in Title 37, Code of Federal Regulations, Section 1 .56. 

I hereby claim foreign priority benefits under Title 35, United States Code, Section 1 1 9(a)-(d), of any 
foreign application (s) for patent or inventor's certificate listed below and have also identified below any 
foreign application for patent or inventor's certificate having a filing date before that of the application 
on which priority is claimed: 

Priority 

Prior Foreign ApDlication(s) claimed 



(Number) 


(Country) 


(Day/MonthA'ear Filed) 
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(Number) 


(Country) 


(Day/Month/Year Filed) 
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(Country) 


(Day/MonthA'ear Filed) 
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provisional application (s) listed below: 


Application Number 


Filing Date 
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Filing Date 
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I hereby claim the benefit under Title 35, United States Code, Section 120 of any United States 
a pplication(s) listed below and, insofar as the subject matter of each of the claims of this 
application is not disclosed in the prior United States application in the manner proyided by 
the first paragraph of Title 35, United States Code, Section 112, 1 acknowledge the duty to 
disclose all information known to me to be material to patentability as defined in Title 37, Code 
of Federal Regulations, Section 1.56 which became ayailable between the filing date of the 
prior application and the national or PCT international filing date of this application: 

09/340,216 June 25, 1999 Pending 

Application Number Filing Date Status - patented, 

pending, abandoned 



Application Number Filing Date Status -- patented, 

pending, abandoned 

I hereby appoint the persons listed on Appendix A hereto (which is incorporated by reference and a 
part of this document) as my respective patent attorneys and patent agents, with full power of 
substitution and revocation, to prosecute this application and to transact all business in the Patent 
and Trademark Office connected herewith. 

Send correspondence to Andre' L. Marais , BLAKELY, SOKOLOFF, TAYLOR & 

(Name of Attorney or Agent) 
ZAFMAN LLP, 12400 Wilshire Boulevard 7th Floor, Los Angeles, California 90025 and direct 

telephone calls to Andre' L. Marais , (408) 720-8300. 

(Name of Attorney or Agent) 

I hereby declare that all statements made herein of my own Icnowledge are true and that all 
statements made on information and belief are believed to be true; and further that these 
statements were made with the knowledge that willful false statements and the lilce so made 
are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United 
States Code and that such willful false statements may jeopardize the validity of the 
application or any patent issued thereon. 

Full Name of Sole/First Inventor Colleen A. Barton 

Inventor's Signature Date ^tlf ^ ^/j ^ Sj 7.^^^ 

Residence Portola Valley, California Citizenship U.S.A. 

(City, State) (Country) 

Post Office Address 351 Grove Drive 

Portola Valley. CA 94028 

Full Name of Second/Joint Inventor Daniel Mo os 
Inventor's Signature . 




Date "^y^CffiJtV S ^ CO 



Residence Palo Alto, California Citizenship U.S.A. 

(City, State) (Country) 

Post Office Address 925 Clara Drive 
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APPENDIX A 



William E. Alford, Reg. No. 37,764; Farzad E. Amini, Reg. No. P42,261 ; Aloysius T. C. AuYeung, Reg. No. 
35,432; William Thomas Babbitt, Reg. No. 39,591; Carol F. Barry, Reg. No. 41,600; Jordan Michael 
Becker, Reg. No. 39,602; Lisa N. Benado, Reg. No. 39,995; Bradley J. Bereznak, Reg. No. 33,474; 
Michael A. Bernadicou, Reg. No. 35,934; Roger W. Blakely, Jr., Reg. No. 25,831; R. Alan Burnett, Reg. 
No. 46,149; Gregory D. Caldweil, Reg. No. 39,926; Andrew C. Chen, Reg. No. 43,544; Thomas M. 
Coester, Reg. No. 39,637; Donna Jo Coningsby, Reg. No. 41,684; Florin Corie, Reg. No. 46,244; Dennis 
M. deGuzman, Reg. No. 41,702; Stephen M. De Klerk, Reg. No. P46,503; Michael Anthony DeSanctis, 
Reg. No. 39,957; Daniel M. De Vos, Reg. No. 37,813; Robert Andrew Diehl, Reg. No. 40,992; Sanjeet 
Dutta, Reg. No. P46,145; Matthew C. Fagan, Reg. No. 37,542; Tarek N. Fahmi, Reg. No. 41,402; George 
Fountain, Reg. No. 37,374; Paramita Ghosh, Reg. No. 42,806; James Y. Go, Reg. No. 40,621; James A. 
Henry, Reg. No. 41,064; Libby N. Ho, Reg. No. P46,774; Willmore F. Holbrow III, Reg. No. P41,845; 
Sheryl Sue Holloway, Reg. No. 37,850; George W Hoover II, Reg. No. 32,992; Eric S. Hyman, Reg. No. 
30,139; William W. Kidd, Reg. No. 31 ,772; Sang Hui Kim, Reg. No. 40,450; Walter T. Kim, Reg. No. 
42,731; Eric T. King, Reg. No. 44,188; Erica W. Kuo, Reg. No. 42,775; George Brian Leavell, Reg. No. 
45,436; Kurt P. Leyendecker, Reg. No. 42,799; Gordon R. Lindeen III, Reg. No. 33,192; Jan Carol Little, 
Reg. No. 41,181; Joseph Lutz. Reg. No. 43,765; Michael J. Mallie, Reg. No. 36,591; Andre L. Marais, 
under 37 C.F.R. § 10.9(b); Paul A. Mendonsa, Reg. No. 42,879; Clive D. Menezes, Reg. No. 45,493; 
Chun M. Ng, Reg. No. 36,878; Thien T. Nguyen, Reg. No. 43,835; Thinh V. Nguyen, Reg. No. 42,034; 
Dennis A. Nicholls, Reg. No. 42,036; Daniel E. Ovanezian, Reg. No. 41,236; Kenneth B. Paley, Reg. No. 
38,989; Marina Portnova, Reg. No. P45,750; William F. Ryann, Reg. 44,313; James H. Salter, Reg. No. 
35,668; William W. Schaal, Reg. No. 39,018; James C. Scheller, Reg. No. 31,195; Jeffrey Sam Smith, 
Reg. No. 39,377; Maria McCormack Sobrino, Reg. No. 31,639; Stanley W. Sokoloff, Reg. No. 25,128; 
Judith A. Szepesi, Reg. No. 39,393; Vincent P. Tassinari, Reg. No. 42,179; Edwin H. Taylor, Reg. No. 
25,129; John F. Travis, Reg. No. 43,203; Joseph A. Twarowski, Reg. No. 42,191 ; Tom Van Zandt, Reg. 
No. 43,219; Lester J. Vincent, Reg. No. 31 ,460; Glenn E. Von Tersch, Reg. No. 41,364; John 
Patrick Ward, Reg. No. 40,216; Mark L Watson, Reg. No. P46,322; Thomas C. Webster, Reg. No. 
P46,154; Steven D. Yates, Reg. No. 42,242; and Norman Zafman, Reg. No. 26,250; my patent attorneys, 
and FIrasat Ali, Reg. No. 45,715; and Justin M. Dillon, Reg. No. 42,486; my patent agents, of BLAKELY, 
SOKOLOFF, TAYLOR & ZAFMAN LLP, with offices located at 12400 Wilshire Boulevard, 7th Floor, 
Los Angeles, California 90025, telephone (310) 207-3800, and James R. Thein, Reg. No. 31,710, my 
patent attorney with full power of substitution and revocation, to prosecute this application and to transact 
all business in the Patent and Trademark Office connected herewith. 
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APPENDIX B 



Title 37, Code of Federal Regulations, Section 1.56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each Individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if all information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1 .98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability, 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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